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» Top Web Applications Seen - X » Top Client Applications Seen -
Application v Total Bytes (KB) Application v Total Bytes (KB)
0« 16,186,868,644.05 () 27,214,138,760
(s B 11,262,850,530.5 () 16,168,692,874.05
(e K 8,566,109,474 (! 8,559,602,134
(e 2 7,696,248,112 [ 20 7,686,634,362
3 Instagra 6,605,515,354.2 O 6,600,443,190.2
(o 6,006,081,962.8 (o 1,451,785,740.5
0 3,454,050,760.5 0 3,370,959,973.65
[ T} 3,350,174,903.06 () 1,177,372,371.93
() 2,670,157,482.93 (o 572,406,402.91
0 1,767,076,374.79 (=} 317,692.08
(-} 1,8 3,668.7 (-} 18 36.42
(o 1 58,981.3 o 33, 37.79
(i 1,214,656,527.3 [ 707.53
0O un 1,178,650,141.93 0 Kugou 205,338,225.77
0O of 891,221,549.11 0O 188,081,772.89
» Risky Applications with Low Business Relevance - X » Appliance Information -—
Application v Total Connections Name fme
IPv4 Address 172.16.162.8
= 25,085,009 IPv6 Address Disabled
) Tik 16,501,858 Model secure Firewall Management Center for VMware
Ora 12,506,589
Versions
Oy 11,801,038 Software 7.4.2.2
0 5,547,327 Rule Update 2025-07-14-001-vrt
Geolocation Country Code: 2025-07-05-120, IP: None
O 4,396,453 VDB 76
O 607,326
Ora 311,784
=) 267,035 » Current Interface Status -
O 246,976
(=) 221,688 Name Mode Media Total Rx Total Tx
- etha “ 1Gh/Ful Conner 1.73 T8 2124 GR
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1 sfinsdansandnisiandesu ddiunisaadiavasunn ualnasacaiiiag (P+A)
daua 1asuna

2 siszuuilasAunisunsn ddiunisaatiiavdoud 5.a. 67 daduaaliiacé
69 5.0, 68

3 finsdlsavdana dndiunisvinidau [udv .0, dtiunistaauuny
68

4 dsruuasiadau ddiunisiaunnlasuna ddiunrsuanasaasy

a2u
5 fisifufiaray uaviizasnie ddiunrsasunnilasuna sinsuauninatatau

s1goumatanasmvwa/unsn

msﬁ'wLﬁumummmumwaavLLazﬁaqﬁ’uﬁaﬂﬂmul%waﬁmEJmsLﬁ'ummﬁ‘LumﬁmmaaUmiqﬂqﬂ
AeufinAoduste niuSuss 1 adaluiuas 2 ad Ao 207 1an 8.30 - 9.00 . waztisne 1an 16.00 -
1630 1. UenaNTUIinsAamLATIvERUNSUSLiouINBLLA
dsAdaya https./drive.google.com/drive/folders/1E3nLevypMkUBXBAFIFFNOMCWN_Qry5g)

Flrewall Management C?n!er . Overview Analysis Policies Devices Objects Integration Deploy Q © #+ @ admin aids
Host Statistics (fmc) Event Overview (Summary)
Time 2025-06-26 08:59:19 Events in Time Range 39
Uptime 33 days 21:48 First Event PUA-OTHER Cryptocurrency Miner outbound connection attempt (1:46237:1
ik Uoags -~ 2025-06-25 09:54:
Last Event SERVER-WEBAPP PHPUnit PHP remc xecution attempt (1:45749:2)
Memory Usage -15.56% 2025-06-26 04:19:39
Load Average 0.65, 0.56, 0.54
Event Statistics (Summary)
Top 5 of 5 Events
Events Count
23 (58.97%)
7 (17.95%)
7 (17.95%)
1(2.56%)
on attempt (3:41910:4 1(2.56%)
s
Cor Count
22 (56.41%) 4(10.26%)
14 (35.90%) 193.27.90.11 4 (10.26%)
1(2.56%) 3 (7.69%)
1(2.56%) 203.158.180.73 3 (7.69%)
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3
2
! 1 1 1 1 1 1 I
0

A.A. 67 n.2. 67 5.A. 67 u.A.68 AN 68 ii.n. 68 1.8, 68 n.A. 68 il.u.68

$1usunisasrvasu (FUark)

m R 29 AUai

wumsunsn (ldoanumdskes) 6 FUQIK

R EITNT
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$usunsvAvkuanasivasu (1nsatronelu)
Imsnsaoasunisynsn Sua: 2 aso : 8.30 &16.00

(v) sdnn1sunsnlasdnlisursadesiuld

M 10 Teyaaiinislandsruuinetiglutiafounain 2567 - fugngu 2568

Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search | predefined Searches v
Events By Priority and Classification e et
1l 2025-06-25 08:59:00 - 2025-06-26 09:08:04
Expanding
*» Search Constraints (Edit Search Save Search)
Drilldown of Event, Priority, and Classification Table View of Events Packets
Jump to...
Source Destination
4 Time x Priority x impactx '€ . pasonx  Sourcelx Source x  Destination 1P x Destnation x  Fomd X Port/IcMP x | Sek x  WUANx  Messagex
Type
v 2025-06-26 04:19:39  high 0 Unknown 103.156.92.21 KR VNM 203.158.177.34 == THA 60651 /tcp 80 (http) / tcp SERVER- WEBAP)
v 2025-06-25 19:30:11  high © Unknown 79.124.58.198 um BGR 203.158.180.75 = THA 49002 /tcp 80 (http) / tcp SERVER-WEBAP|
. 2025-06-25 19:29:32  high 0 Unknown 79.124.58.198 ug BGR 203.158.180.61 == THA 43264 /t1cp 80 (http) / tcp SERVER-WEBAP!
v 2025-06-25 19:25:08  high © Unknown 79.124.58.198 um BGR 203.158.180.62 = THA 38740 /tcp 80 (http) / tcp SERVER-WEBAP!
v 2025-06-25 19:22:22  high 0 Unknown 79.124.58.198 um BGR 203.158.180.64 = THA 57732 /tcp 80 (http) / tcp SERVER-WEBAP|
v 2025-06-25 19:20:50  high 0 Unknown 79.124.58.198  um BGR 203.158.177.34 @mTHA 40626 /tcp 80 (http) / tep. SERVER-WEBAP
- 2025-06-25 19:20:29  high © Unknown 79.124.58.198 um BGR 203.158.180.65 & THA 56062 /tcp 80 (http) / tep SERVER-WEBAP)
v 2025-06-25 19:19:29  high © Unknown 79.124.58.198 um BGR 203.158.177.137 &= THA 40862 /tcp 80 (http) / tcp SERVER-WEBAP)
v 2025-06-25 19:16:18  high © Unknown 79.124.58.198 um BGR 203.158.180.73 = THA 38404 /tcp 80 (http) / tcp SERVER-WEBAP|
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2
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<2
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2.4 deiiudeyauuunenls (Removable Storage Media)
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2.6 nMsuwuslutoya (Information Sharing)
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4.1 wnunssulledeanauvnslsiuas (Cybersecurity Incident Response Plan)

4.2 uwunnsaeanslun1igingm (Crisis Communication Plan)

4.3 msingeumnuiuasUasnielaiues (Cybersecurity Exercise)
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